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Abstract

The rapid expansion of digital trade has led to the emergence of data-driven markets in which
control over data has become a decisive factor in determining market power. This article exam-
ines the rise of data monopolies and argues that their dominance extends beyond conventional
competition concerns into the realm of criminal liability. Major technology corporations such as
Google, Amazon and Meta have leveraged vast data ecosystems, network effects and algorithmic
infrastructures to consolidate unprecedented levels of economic and informational control. While
existing legal frameworks, particularly competition law, have attempted to regulate such domi-
nance, they largely treat abuses as civil or administrative violations, thereby underestimating the
gravity and societal impact of certain digital practices.

This article reconceptualises abuse of dominance in the digital economy by analysing practices
such as exploitative data harvesting, algorithmic manipulation, exclusionary conduct and preda-
tory pricing through a criminal law lens. It argues that when such conduct results in large-scale
harm affecting consumer autonomy, privacy rights and market fairness it may warrant criminal-
isation rather than mere regulatory penalties. The study critically evaluates the limitations of
existing national and international governance mechanisms, including their fragmented nature
and inability to effectively address cross-border digital harms.

In response, the article proposes a hybrid global governance framework that integrates compe-
tition law, criminal law and international trade regulation. Such a model seeks to ensure account-
ability of dominant digital platforms while maintaining a balance between regulation and inno-
vation. By bridging doctrinal gaps between legal regimes, the study contributes to the evolving
discourse on digital governance and offers a normative framework for addressing the challenges
posed by data monopolies in the global digital economy.
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Introduction

The expansion of digital trade understood as the cross-border exchange of goods, services and
data through digital platforms has fundamentally reshaped the global economic landscape. At
the centre of this transformation lies the data economy, where data functions as a critical economic
resource, enabling firms to generate value, predict consumer behaviour and consolidate market
power. The Organisation for Economic Co-operation and Development has recognised data as a
‘core economic asset’ driving productivity and innovation in the twenty-first century.1

In this context, a small group of multinational technology corporations such as Google, Ama-
zon, Meta and Apple have emerged as dominant actors in digital markets. Their dominance is
not merely a function of market share but is rooted in their ability to accumulate, process and
control vast volumes of data. Shoshana Zuboff conceptualises this phenomenon as ‘surveillance
capitalism’, where user data is commodified to predict and influence behaviour.2 This marks a sig-
nificant departure from traditional industrial monopolies, which were primarily based on control
over physical resources or infrastructure.

The emergence of data monopolies represents a structural shift in competition dynamics.
These entities benefit from network effects, economies of scale and data-driven feedback loops,
which create high entry barriers and reinforce their market position. The United Nations Confer-
ence on Trade and Development has observed that a few digital platforms dominate global data
flows, raising concerns regarding market concentration and digital inequality.3 Consequently,
traditional competition law tools appear increasingly inadequate to address the complexities of
digital dominance.

More importantly, the nature of abuse of dominance in the digital economy is evolving be-
yond conventional anti-competitive practices. Conduct such as exploitative data harvesting, algo-
rithmic manipulation, exclusionary platform practices and predatory pricing may, in certain cir-
cumstances, transcend regulatory violations and assume characteristics of criminal wrongdoing.
Classical competition law scholarship, as articulated by Richard Whish and David Bailey, largely
treats abuse of dominance as a civil or administrative issue.4 However, the scale of harm caused
by digital platforms impacting privacy, autonomy and democratic processes raises the question
of whether certain forms of abuse warrant criminalisation.

Recent global developments, including intensified regulatory scrutiny in the European Union
and debates on digital governance reported in leading outlets such as The Financial Times and The
Economist, reflect a growing awareness of the risks posed by unchecked data monopolies. Yet, reg-
ulatory responses remain fragmented and jurisdictionally constrained, limiting their effectiveness
in addressing cross-border digital harms.

Against this backdrop, this article examines whether existing global governance frameworks
are equipped to address the criminal abuse of dominant positions by data monopolies. It argues
that such practices cannot be confined to the domain of competition law alone. Instead, a hybrid
governance model integrating competition law, criminal law and international trade regulation
is necessary to ensure accountability while preserving innovation and economic growth in the
digital economy.

2. Conceptual Framework

A. Data Monopolies

Data monopolies refer to the concentration of control over vast datasets in the hands of a few
dominant firms, enabling them to exercise significant influence over markets, consumers and com-
petitors. In the digital economy, data is not merely an input but a strategic asset that enhances
predictive capabilities, innovation and competitive advantage. The Organisation for Economic
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Co-operation and Development recognises data as a key driver of economic activity and market
power.5

The emergence of data monopolies is closely linked to network effects and economies of scale.
Network effects occur when the value of a service increases with the number of users, thereby
reinforcing the dominance of established platforms. Simultaneously, economies of scale in data
collection and processing enable firms to lower marginal costs while expanding their reach. This
creates high entry barriers for new competitors. As noted by the United Nations Conference on
Trade and Development, a small number of global digital platforms control a significant share of
data flows and digital markets.6

Prominent examples include platform ecosystems developed by Google, Amazon and Meta,
which integrate multiple services search, advertising, e-commerce and social networking into in-
terconnected data-driven environments. These ecosystems enable continuous data extraction and
reinforce market dominance, making competition increasingly difficult.7

B. Abuse of Dominance

Traditionally, abuse of dominance has been understood within competition law as the misuse of
market power by a dominant firm to eliminate competition or exploit consumers. Legal frame-
works such as Article 102 of the Treaty on the Functioning of the European Union (TFEU) and
similar provisions in national laws focus on practices like predatory pricing, refusal to deal and
discriminatory conduct.8 Scholars such as Richard Whish and David Bailey conceptualise abuse
primarily as a civil or administrative wrong addressed through regulatory intervention.9

However, in the digital economy, the scope of abuse has expanded significantly. First, data
hoarding involves the excessive accumulation and exclusive control of user data, preventing
competitors from accessing essential inputs. Second, algorithmic manipulation allows firms
to influence consumer choices, search rankings and market visibility, often in opaque and
non-transparent ways. Third, exclusionary practices, such as self-preferencing and platform bias,
distort competition by privileging a firm’s own services over those of rivals.

These practices demonstrate that abuse of dominance in digital markets is not merely economic
but also informational and behavioural. As Shoshana Zuboff argues, the extraction and control
of behavioural data enable firms to shape user conduct, thereby extending their power beyond
traditional market boundaries.10

C. Criminal Dimension

The evolving nature of abuse of dominance raises a critical question: when does such conduct
transcend civil liability and become criminal? While competition law traditionally imposes fines
and regulatory sanctions, certain forms of abuse may warrant criminalisation due to their intent,
scale and societal impact.

Conduct may assume a criminal dimension where there is intentional exclusion of competitors
through unfair or deceptive means, predatory pricing with malicious intent aimed at eliminating
market rivals, or exploitative data practices that violate privacy and autonomy. These actions may
result in widespread harm, including market distortion, consumer exploitation and infringement
of fundamental rights.

The distinction between civil and criminal liability lies in the degree of culpability and harm.
Civil liability focuses on market correction and economic efficiency, whereas criminal liability em-
phasises punishment, deterrence and moral condemnation. As noted in Andrew Ashworth’s Prin-
ciples of Criminal Law, criminalisation is justified where conduct causes serious harm and involves
a high degree of fault.11

In the context of digital markets, the integration of criminal law into competition regulation
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reflects an emerging recognition that certain abuses of dominance are not merely regulatory in-
fractions but socially harmful acts requiring stronger sanctions. This necessitates a rethinking of
existing legal frameworks to address the complex interplay between market power, data control
and criminal accountability.

3. Digital Trade and Global Governance

The regulation of digital trade within the framework of global governance presents complex legal
and institutional challenges. Digital trade, encompassing cross-border data flows, e-commerce
and digital services, has increasingly come within the ambit of international trade law. However,
existing frameworks were designed for the exchange of tangible goods and traditional services,
rendering them only partially effective in addressing the realities of a data-driven economy. The
World Trade Organization plays a central role in governing international trade, yet its rules strug-
gle to adequately capture the nuances of digital markets and data flows.12

International trade law traditionally focuses on principles such as non-discrimination, mar-
ket access and fair competition. While these principles are relevant to digital trade, they do not
sufficiently address issues such as data ownership, localisation, privacy and platform dominance.
The World Trade Organization has initiated discussions through its Joint Statement Initiative on
e-commerce, but progress remains limited due to divergent interests among member states.13 Con-
sequently, digital trade governance remains fragmented and underdeveloped at the multilateral
level.

One of the key challenges lies in recognising data as a trade asset. Unlike traditional commodi-
ties, data is intangible, non-rivalrous and capable of being replicated at near-zero cost. Despite
this, it holds immense economic value, forming the backbone of digital platforms and services.
The United Nations Conference on Trade and Development has emphasised that data is now a
critical factor of production, comparable to labour and capital in its economic significance.14 This
reconceptualisation raises important legal questions regarding ownership, control and the equi-
table distribution of benefits arising from data flows.

The governance of digital trade is further complicated by jurisdictional conflicts among major
global actors, particularly the United States, the European Union and countries of the Global South.
The United States generally adopts a market-driven, liberal approach that favours free cross-border
data flows and minimal regulatory intervention. This model supports innovation and the global
expansion of technology firms such as Google and Amazon, but has been criticised for insufficient
safeguards relating to privacy and market concentration.

In contrast, the European Union has developed a rights-based regulatory framework, exem-
plified by stringent data protection laws such as the General Data Protection Regulation (GDPR).
The EU approach prioritises individual privacy, data protection and competition regulation, of-
ten imposing significant compliance obligations on digital platforms. This has led to increased
scrutiny of dominant firms like Meta and Apple, reflecting a more interventionist stance.15

Meanwhile, countries in the Global South adopt diverse and often evolving approaches, bal-
ancing the need for digital development with concerns over data sovereignty and economic de-
pendence. Many developing states advocate for data localisation measures and greater control
over domestic data resources to prevent exploitation by foreign technology firms. However, such
measures may also create barriers to trade and limit participation in the global digital economy.16

These divergent regulatory models contribute to a broader fragmentation problem in global
digital governance. The absence of a unified international framework results in overlapping and
sometimes conflicting legal regimes, increasing compliance costs and legal uncertainty for busi-
nesses operating across borders. It also creates enforcement challenges, particularly in cases in-
volving transnational data flows and digital platforms that operate simultaneously in multiple
jurisdictions.
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Furthermore, existing global institutions lack the enforcement capacity and normative clarity
required to address the intersection of digital trade, competition law and criminal liability. As dig-
ital markets become increasingly interconnected, the limitations of fragmented governance struc-
tures become more pronounced. The need for coordinated international regulation is therefore
essential to ensure fair competition, protect consumer rights and prevent the abuse of dominance
in digital trade.

In this context, global governance must evolve to address the unique characteristics of the
digital economy. This includes recognising data as a strategic resource, harmonising regulatory
approaches and integrating legal frameworks across trade, competition and criminal law. Without
such reforms, the current fragmented system will remain inadequate to effectively regulate data
monopolies and their growing influence in global digital trade.

4. Case Studies of Data Monopolies

The emergence of data monopolies is best understood through the operational practices of ma-
jor digital platforms. Corporations such as Google, Amazon and Meta exemplify how control
over data translates into market dominance, raises concerns of abuse, and, in certain instances,
approaches the threshold of criminality.

A. Google: Search Dominance and Algorithmic Control

Google has established a near-monopolistic position in the global search engine market, driven by
its ability to collect, process and monetise vast amounts of user data. Its dominance is reinforced
by network effects, default settings on devices, and integration across services such as search,
advertising and mobile operating systems. The accumulation of user data enables continuous
improvement of algorithms, thereby strengthening its competitive advantage.

Regulatory authorities, particularly in the European Union, have found that Google engaged
in self-preferencing practices, notably favouring its own comparison shopping services in search
results.17 Such conduct demonstrates how algorithmic control can distort market competition. Ad-
ditionally, concerns have been raised regarding the opacity of algorithms and their potential to
manipulate consumer behaviour.

From a criminal law perspective, the question arises whether such conduct constitutes inten-
tional exclusion or deception. While competition law has imposed significant fines, these remedies
remain civil in nature. However, where algorithmic manipulation is used deliberately to mislead
users or suppress competitors, it may arguably approach forms of economic fraud or abuse involv-
ing intentional harm. The difficulty lies in establishing mens rea (criminal intent) within complex
algorithmic systems.

B. Amazon: Data Advantage and Platform Self-Preferencing

Amazon represents a dominant force in e-commerce, operating both as a marketplace and a direct
seller. Its access to granular data on third-party sellers including pricing strategies, consumer
preferences and sales performance creates a significant competitive advantage. This dual role has
led to allegations that Amazon uses proprietary data to replicate successful products and prioritise
its own offerings.18

Such practices raise concerns of exclusionary conduct and unfair competition, as independent
sellers may be systematically disadvantaged. The European Commission has investigated Ama-
zon for allegedly using non-public seller data to distort competition within its marketplace.19 Fur-
thermore, Amazon’s pricing strategies have been scrutinised for potentially engaging in predatory
pricing aimed at eliminating competitors.
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The transition from regulatory violation to criminal conduct depends on the presence of de-
liberate exploitation and harm. If data obtained under conditions of trust is used deceptively to
undermine competitors, such conduct could be interpreted as a breach of fiduciary obligations
or even fraudulent misappropriation. However, current legal frameworks largely address these
issues through administrative penalties rather than criminal sanctions. This highlights a gap in
addressing the severity of data-driven abuses.

C. Meta Platforms: Data Exploitation and Privacy Violations

Meta, as the operator of major social networking platforms, exercises dominance through its con-
trol over social data and digital advertising markets. Its business model relies heavily on the col-
lection and monetisation of user data, creating a vast repository of behavioural information. This
data-driven dominance is reinforced by network effects and high switching costs for users.

One of the most significant controversies involving Meta is the Cambridge Analytica scandal,
which exposed the large-scale harvesting and misuse of personal data without informed consent.20

This incident demonstrated how data exploitation could extend beyond commercial practices into
political manipulation, affecting democratic processes. Regulatory responses included fines and
stricter data protection enforcement, particularly under European Union law.

From a criminal law perspective, such practices raise serious concerns regarding privacy viola-
tions, deception and unlawful data processing. The unauthorised use of personal data, especially
where it results in societal harm, may meet the threshold for criminal liability in certain jurisdic-
tions. Unlike traditional competition abuses, these actions directly infringe upon individual rights,
thereby strengthening the case for criminalisation.

D. Comparative Analysis: From Dominance to Criminality

Across these case studies, a common pattern emerges: dominance is achieved through data accu-
mulation, reinforced by technological infrastructure, and maintained through practices that may
exclude competitors or exploit users. While competition law has addressed these issues through
fines and regulatory interventions, it often fails to capture the broader societal harm caused by
such conduct.

The transition from abuse of dominance to criminal conduct depends on key factors, including
intent, scale of harm and the nature of the violation. Practices such as intentional algorithmic ma-
nipulation, deceptive data exploitation and predatory strategies aimed at eliminating competition
may justify criminal scrutiny. However, enforcement remains challenging due to jurisdictional
limitations, evidentiary complexities and the absence of clear legal standards for criminal liability
in digital markets.

These case studies illustrate the urgent need to rethink existing legal frameworks. The conduct
of data monopolies cannot be fully addressed within the confines of traditional competition law.
Instead, a more integrated approach incorporating criminal law principles is necessary to ensure
accountability in the digital economy.

5. Legal Framework Analysis

A. Competition Law

Competition law remains the primary legal mechanism for addressing the dominance of digital
platforms. In the European Union, enforcement has been particularly robust, reflecting a proac-
tive approach to regulating digital markets. The European Commission has utilised Article 102
of the Treaty on the Functioning of the European Union (TFEU) to impose significant penalties
on dominant firms for abusive practices, including self-preferencing and exclusionary conduct.21
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Landmark decisions against Google illustrate the EU’s willingness to address digital dominance
through traditional antitrust tools.

More recently, the European Union has introduced the Digital Markets Act (DMA), a forward-
looking regulatory instrument aimed at preventing unfair practices by “gatekeeper” platforms.
The DMA shifts from ex post enforcement to ex ante regulation, imposing obligations on large
platforms to ensure fair competition and data access.22 This reflects an acknowledgment that tra-
ditional competition law is insufficient to address the speed and scale of digital markets.

In contrast, the United States has historically adopted a more cautious approach, prioritising
consumer welfare and innovation. However, this stance is evolving, with increasing scrutiny of
Big Tech by agencies such as the Federal Trade Commission (FTC) and the Department of Justice
(DOJ). Cases against firms like Amazon and Meta signal a shift towards recognising the anti-
competitive risks posed by data monopolies.23 Nonetheless, US antitrust law continues to face
challenges in adapting to data-driven market dynamics, particularly in defining market power
and harm.

In India, the Competition Commission of India enforces the Competition Act, 2002, which pro-
hibits abuse of dominant position under Section 4. The CCI has increasingly focused on digital
markets, investigating practices of major platforms and recognising the role of data in conferring
dominance.24 Recent policy discussions, including proposals for a Digital Competition Law, indi-
cate India’s intent to strengthen its regulatory framework in line with global developments.

B. Criminal Law Interface

While competition law primarily addresses abuse of dominance through civil and administrative
remedies, the interface with criminal law remains limited but is gradually expanding. Certain
practices associated with data monopolies such as fraud, data misuse and consumer exploitation
may fall within the ambit of criminal offences under national legal systems.For instance, deceptive
data practices, including the unauthorised collection or misuse of personal data, may constitute
fraud or breach of trust in certain jurisdictions. Similarly, algorithmic manipulation designed to
mislead consumers or distort market outcomes could potentially attract criminal liability where
intent and harm can be established. Andrew Ashworth notes that criminal law is justified where
conduct involves serious harm and culpability, particularly where regulatory mechanisms prove
insufficient.25

Despite these possibilities, the application of criminal law to digital market abuses remains
rare. This is largely due to evidentiary challenges, including proving intent (mens rea) in complex
algorithmic systems and attributing liability within large corporate structures. Moreover, most
jurisdictions prefer regulatory enforcement, viewing competition issues as matters of economic
policy rather than criminal wrongdoing.

However, there is a growing recognition that certain forms of abuse particularly those involv-
ing large-scale data exploitation or systemic deception may warrant criminal sanctions. This is
especially relevant in cases where digital platforms impact not only markets but also fundamental
rights such as privacy and autonomy.

C. Gaps in the Existing Framework

Despite increasing regulatory attention, significant gaps persist in the legal framework governing
data monopolies. One of the most critical issues is the lack of clear thresholds for criminal liability.
While competition law identifies abusive conduct, it does not clearly delineate when such conduct
should be treated as criminal. This ambiguity limits the ability of enforcement agencies to pursue
stronger sanctions against harmful practices.

Another major challenge is weak cross-border enforcement. Digital platforms operate globally,
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while legal jurisdictions remain territorially bound. This creates difficulties in investigating and
prosecuting transnational abuses, particularly where data flows across multiple jurisdictions. In-
stitutions such as the World Trade Organization have yet to develop comprehensive mechanisms
to address these issues within the context of digital trade.26

Additionally, the phenomenon of regulatory arbitrage allows firms to exploit differences be-
tween national legal regimes. By operating in jurisdictions with weaker regulations or enforce-
ment mechanisms, data monopolies can circumvent stricter laws, thereby undermining global
governance efforts. This fragmentation not only reduces the effectiveness of existing frameworks
but also creates an uneven playing field for businesses and states.

Furthermore, there is a lack of coordination between competition law, criminal law and data
protection regimes. These legal domains often operate in silos, leading to gaps in enforcement and
accountability. As digital markets continue to evolve, the absence of an integrated legal approach
becomes increasingly problematic.

Conclusive Remark on case study

The current legal framework addressing data monopolies is characterised by strong competition
law enforcement in certain jurisdictions, an emerging but underdeveloped criminal law interface,
and significant structural gaps. While initiatives such as the EU’s Digital Markets Act and evolving
antitrust approaches in the United States and India represent important steps forward, they remain
insufficient to address the full spectrum of challenges posed by data-driven dominance.

To effectively regulate digital markets, it is essential to develop a coherent legal framework
that bridges the divide between competition law and criminal law while addressing cross-border
enforcement challenges. Without such integration, the existing system will continue to struggle in
holding data monopolies accountable for increasingly complex and potentially harmful practices.

6. The Problem of Criminal Abuse of Dominance

The rapid evolution of digital markets has exposed fundamental limitations in existing legal frame-
works, particularly in addressing the criminal dimensions of abuse of dominance by data monop-
olies. While competition law has traditionally served as the primary tool for regulating market
power, it is increasingly evident that its mechanisms are inadequate to respond to the scale, speed
and societal impact of digital abuses.

One of the principal shortcomings of current law is slow enforcement. Competition law pro-
ceedings especially in jurisdictions such as the European Union and the United States are often
prolonged, involving extensive investigations, economic analysis and judicial review. For instance,
cases pursued by the European Commission against Google have taken several years to conclude,
by which time market structures may already have been irreversibly altered.27 In fast-moving dig-
ital markets, such delays significantly undermine the effectiveness of regulatory intervention, al-
lowing dominant firms to entrench their position further.

A second critical issue is the insufficiency of civil penalties. Competition law primarily relies
on fines and behavioural remedies to address abusive conduct. However, for large technology
corporations such as Amazon and Meta, financial penalties often represent only a marginal cost
of doing business. The deterrent effect of such sanctions is therefore limited, particularly when
weighed against the substantial economic benefits derived from anti-competitive practices. As a
result, firms may continue engaging in borderline or unlawful conduct, treating regulatory fines
as an acceptable risk.

Beyond procedural and remedial limitations, the nature and scale of harm caused by data mo-
nopolies further highlight the inadequacy of existing frameworks. First, there is significant market
distortion, where dominant firms leverage data advantages to exclude competitors, manipulate
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pricing and control market access. Such distortions undermine the principles of fair competition
and innovation that competition law seeks to protect.

Second, consumer exploitation has become a defining feature of digital markets. Through
practices such as opaque data collection, algorithmic manipulation and targeted advertising, plat-
forms can influence consumer behaviour in ways that compromise autonomy and informed choice.
These practices often occur without meaningful consent, raising serious concerns regarding fair-
ness and accountability.

Third, and perhaps most critically, data monopolies pose democratic risks. The control and
processing of vast amounts of personal and behavioural data enable platforms to shape public
discourse, influence political outcomes and amplify misinformation. The Cambridge Analytica
controversy involving Meta demonstrated how data misuse can extend beyond economic harm to
affect democratic institutions and processes.28 Such risks transcend the traditional scope of com-
petition law and require a broader legal response.

In light of these challenges, it is necessary to reconsider the legal characterisation of certain
forms of abuse of dominance. This article argues that some practices particularly those involv-
ing intentional exclusion, deceptive data exploitation and large-scale societal harm should be
recognised as forms of criminal misconduct. Criminalisation would introduce stronger deterrence
through punitive sanctions, including fines, corporate liability and, where appropriate, individual
accountability for decision-makers.

However, the effectiveness of criminalisation depends on global coordination. Given the
transnational nature of digital platforms, isolated national approaches are insufficient. Divergent
legal standards create enforcement gaps and enable regulatory arbitrage. Therefore, a harmonised
international framework is required to define clear thresholds for criminal liability, establish
jurisdictional cooperation and ensure consistent enforcement across borders. Institutions such as
the World Trade Organization and other multilateral bodies could play a role in facilitating such
coordination, although significant reforms would be necessary.

Ultimately, the problem of criminal abuse of dominance lies in the mismatch between tradi-
tional legal tools and contemporary digital realities. As data monopolies continue to expand their
influence, the failure to adequately address their conduct risks not only economic inefficiency but
also broader societal harm. Recognising and criminalising the most egregious forms of abuse
is therefore an essential step towards ensuring accountability and safeguarding the integrity of
digital markets.

7. Proposed Governance Model

The increasing complexity of digital markets and the inadequacy of existing legal frameworks
necessitate a reconceptualised governance model capable of addressing both the economic and
criminal dimensions of data monopolies. This section proposes a hybrid, multi-layered framework
that integrates competition law, criminal law and international cooperation to effectively regulate
the abuse of dominance in digital trade.

A. Hybrid Framework

At the core of the proposed model lies the integration of competition law and criminal law. Tradi-
tionally, competition law has focused on maintaining market efficiency through civil and admin-
istrative remedies, while criminal law has been reserved for conduct involving moral culpability
and significant harm. However, in the digital economy, certain forms of abuse such as intentional
exclusion, deceptive data exploitation and large-scale manipulation blur the boundaries between
these domains.

A hybrid framework would allow regulatory authorities to differentiate between ordinary anti-
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competitive conduct and aggravated forms of abuse. While standard cases could continue to be
addressed through fines and behavioural remedies, more severe violations—characterised by in-
tent, systemic harm and deception—would trigger criminal liability. This dual approach ensures
proportionality while enhancing deterrence.

Furthermore, effective governance requires international cooperation, as digital platforms op-
erate across multiple jurisdictions. Institutions such as the World Trade Organization and the
Organisation for Economic Co-operation and Development can play a pivotal role in facilitating
dialogue, harmonising standards and promoting coordinated enforcement. Without such coop-
eration, fragmented national approaches will continue to be undermined by regulatory arbitrage
and jurisdictional conflicts.

B. Global Digital Authority (Proposed Institution)

To address the limitations of existing institutions, this article proposes the establishment of a
Global Digital Authority (GDA) a specialised international body tasked with overseeing digital
market governance. The GDA would not replace national regulators but would function as a co-
ordinating and standard-setting entity.

First, the GDA would develop uniform data governance standards, including rules on data
collection, processing, sharing and protection. These standards would aim to balance innovation
with accountability, ensuring that data-driven business models do not compromise competition
or fundamental rights.

Second, the GDA would facilitate cross-border enforcement mechanisms. This includes in-
formation sharing between national authorities, joint investigations and coordinated sanctions
against multinational digital platforms. Given the global operations of firms such as Google and
Meta, such mechanisms are essential to prevent jurisdictional loopholes.

Third, the GDA could act as a dispute resolution forum, addressing conflicts arising from diver-
gent national regulations and ensuring consistency in the application of digital governance norms.
By providing a centralised platform for coordination, the GDA would help reduce fragmentation
and enhance regulatory effectiveness.

C. Key Reforms

The success of the proposed governance model depends on the implementation of several targeted
legal reforms.

1. Defining “Criminal Abuse of Dominance”

A clear and universally accepted definition of criminal abuse of dominance is essential. This
should include elements such as intentional exclusionary conduct, deceptive data practices, large-
scale consumer harm and significant impact on market structure or democratic processes. Estab-
lishing such thresholds would provide legal certainty and enable consistent enforcement across
jurisdictions.

1. Data-Sharing Obligations

To reduce entry barriers and promote competition, dominant platforms should be subject to
mandatory data-sharing requirements, subject to privacy safeguards. This would prevent data
hoarding and enable smaller firms to compete more effectively. Regulatory frameworks such as
the EU’s Digital Markets Act provide a useful starting point, but global harmonisation is necessary
to ensure uniform application.
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1. Algorithmic Transparency and Accountability

Given the central role of algorithms in shaping digital markets, there is a need for greater trans-
parency and oversight. Platforms should be required to disclose key aspects of their algorithms,
particularly where they influence market outcomes or consumer behaviour. Independent audits
and regulatory supervision can help ensure that algorithmic systems are not used to engage in
discriminatory or manipulative practices.

The proposed governance model seeks to bridge the gap between existing legal frameworks
and the realities of the digital economy. By integrating competition law with criminal law, estab-
lishing a Global Digital Authority and implementing targeted reforms, it offers a comprehensive
approach to addressing the challenges posed by data monopolies. Such a model not only enhances
accountability but also preserves the innovative potential of digital markets, ensuring that global
digital trade remains both competitive and equitable.

8. Conclusion

The rise of data monopolies marks a fundamental shift in the structure of global economic power.
Corporations such as Google, Amazon and Meta are no longer merely market participants; they
function as power centres that control vast data ecosystems, influence consumer behaviour and
shape digital markets across jurisdictions. Their dominance is sustained not only through eco-
nomic strength but through control over information, algorithms and digital infrastructures that
are increasingly indispensable to modern trade.

This transformation has also altered the nature of abuse of dominance. What was once un-
derstood primarily as a civil or regulatory issue within competition law has evolved into a more
complex phenomenon with broader societal implications. Practices such as data hoarding, algo-
rithmic manipulation and exploitative data extraction extend beyond traditional anti-competitive
conduct, raising concerns relating to privacy, autonomy and even democratic integrity. The scale
and intentionality of such practices suggest that certain forms of abuse can no longer be adequately
addressed through civil penalties alone.

Accordingly, this study has emphasised the urgent need for global coordination in regulating
digital markets. Existing legal frameworks remain fragmented, with varying approaches adopted
by different jurisdictions, leading to enforcement gaps and regulatory arbitrage. Institutions such
as the World Trade Organization and the Organisation for Economic Co-operation and Develop-
ment must play a more proactive role in fostering harmonised standards and facilitating cross-
border cooperation. Without such coordination, national efforts will continue to fall short in ad-
dressing the transnational nature of digital platforms.

Equally important is the recognition of criminal accountability as a necessary component of
digital governance. Where abuse of dominance involves intentional deception, large-scale harm or
infringement of fundamental rights, the imposition of criminal liability may be justified to ensure
effective deterrence and accountability. Integrating criminal law principles into the regulatory
framework would signal a shift from purely economic regulation to a more holistic approach that
acknowledges the societal impact of digital market practices.

Looking ahead, the challenge lies in designing a governance framework that balances regula-
tion with innovation. Overregulation risks stifling technological progress, while under-regulation
allows unchecked concentration of power. The future of digital trade therefore depends on the de-
velopment of a coherent, adaptive and globally coordinated legal regime one that recognises data
monopolies as central actors in the digital economy while ensuring that their power is exercised
responsibly, transparently and within the bounds of law.

Outcome
This article demonstrates that the rise of data monopolies exemplified by dominant digital platforms such
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as Google, Amazon and Meta poses significant systemic risks to fair competition, consumer welfare and the
integrity of global digital trade. By analysing the evolution of market dominance in the data-driven economy,
the study highlights how existing legal frameworks, particularly competition law, are insufficient to address
the scale and complexity of modern digital abuses.

The article further establishes that certain forms of abuse of dominance especially those involving in-
tentional exclusion, exploitative data practices and large-scale societal harm transcend the boundaries of
civil or administrative wrongs and warrant recognition as criminal conduct. It underscores the necessity of
redefining legal thresholds to incorporate criminal accountability where harm is substantial and deliberate.

Ultimately, the study concludes that the development of a hybrid global governance framework, integrat-
ing competition law, criminal law and international cooperation, is essential for addressing the challenges
posed by data monopolies. Such an approach is critical to ensuring accountability, preventing regulatory
arbitrage and fostering a fair, transparent and equitable digital economy that supports both innovation and
global trade.
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